How to use Data Recovery Agent (DRA) to decrypt
encrypted files

Server 2012

What is Data Recovery Agent (DRA) and why we need it?

Lets assume you have some confidential information stored in a file, which is encrypted by a
user. As user encrypted the file using his certificate thus only he can have access to this file.
Accidently user lost his certificate thus lost his private key. Now who can decrypt that file?? No
one.....Yeah unless and until you have a DRA.

By default, the data recovery agent is defined to be the administrator account. On stand-alone
workstations and workgroup machines, the administrator account is the local administrator; on
domain-joined machines, the administrator account is the first domain controller’s administrator
account. Before using encryption for first time you must made a user DRA.

Lets follow the steps..
1. By default administrator is defined to be DRA, thus administrator needs to enroll for an EFS

recovery Agent certificate. you can find the EFS recovery Agent certificate into certificate
manager. Please check the below screenshot-
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this certificate is default certificate and known as Type 1 certificate. You can’t customize its
properties. Although for our purpose we can use this but lets create a Type 2 certificate which we
can customize. Check screenshot-
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2. Inside certificate manger you’ll find default EFS Recovery Agent certificate, rght click on it
and create a duplicate certificate. Then you can customize the certificate like below-
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Make sure Private key is marked as exportable. Also make sure administrator can enroll for this
certificate.
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3. Now once done click OK and close the certificate template console, come back to certificate
management and bring the newly created template-
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4. Choose the created Type 2 certificate and your certificate is ready for enroliment.

5. Now enroll the administrator for the certificate from the certmgr.msc.
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6. Now open group policy management console and edit the policy and add the administrator to
DRA.
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7. Add the administrator from the directory search and then you’ll be presented published
certificate of administrator to install.
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8. Run Gpupdate /force.

9. Now export the certificate private keys and import it onto client, while logged on using
administrator credentials.

10. Now you would be able to decrypt the every encrypted file
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